YpanbCcKum
(henepasibHbIN
[ R

[MTapannenbHble BbIYUCTIEHUSA
MHoronotTo4yHoe nporpammmpoBaHue,
yacTb 2

Co3sbikuH AHapen Bnagnmmnposuy

K.T.H.
3aBeaywowmi kacdeapon BbICOKONPON3BOANTENBHbBIX KOMMNBIOTEPHbLIX TEXHOMNOMMN
NHCTUTYT MateMaTmkm U KOMMNbIOTEPHbIX HaYK



YpanbckuAd
hepgepasibHbIA MHoronoTto4yHoe nporpaMmmmpoBaHue, 4actb 2 Co3bikuH A.B.

YHUBEpPCUTET

MHoronoto4yHoe nporpammumpoBaHue C++

Mogsunocb B C++11
Knacc thread

Mpobnemsbl:
« HepetepMMHMPOBAHHOCTb
« YcnoBusa roHok (Race conditions)

PewweHue:
 Kputnyeckume cekumm
« Knacc mutex
« RAII lock_guard<>



Ypanbckui
thenepasibHbIA
YHUBepcUuTeT

MHoronoto4Hoe nporpammMmmpoBaHune, 4actb 2

Co3bikuH A.B.

Bcerga nu xopowun 6N1OKUPOBKU?

| got the
money, you
got the stuff?

No, no.
You give me the
money, then I'll
give you the
stuff.

So... you give
me the stuff and I'll
give you the
money.

Fudding

This operation has timed out.

A )

http://www.cs.gmu.edu/cne/itcore/processes/Dead.html

http://codingcomics.blogspot.ru/2009/08/concurrency-issues.html
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MHoronoTo4Hoe nporpammMmmpoBaHune, 4actb 2
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B3anmoonokupoBka (Deadlock)

/?p=189

blogs

s
©
£
£
S
a0
2
2
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YHUBEpCUTET

[Mpumep ¢ KyxHen

Ha KyxHe eCTb ABa pecypca.
« MnuTta ’/9 =£2) ’
«  Mukcep B \/
[MoBap 3HAET ABa peuenTa: ' @'2'
. TyweHoe Msico (stew) — HauyHuTe 0 \/
B36MBaTb MNOKa MACO TYLWIUTCHA Ha &>
nnuTe, B36buBaunTe HEKOTOpOE (_/
BpeMs rnocne CHATUS C NANTHI ] ]
 lMyauvHr (pudding) - Ha4HuUTE Pudding
B30MBaTbL Mnepen YCTAaHOBKOW Ha

Nty M npoaoskamte B36MBaATb
HEKOTOpOe BpeMs Ha nauTte

=20

Burner

http://denninginstitute.com/pjd/ArtOS/Deadlock.pdf
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YHUBEpPCUTET

[Mporpamma ona KyxHu

using namespace std;

int main(){
mutex burner, mixer;
thread stew_thread(stew, ref(burner), ref(mixer));
thread pudding thread(pudding, ref(burner), ref(mixer));
stew_thread.join();

pudding thread.join();
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YHUBEpCUTeT

NoToK stew

void stew(mutex& burner, mutex& mixer){
cout << "[stew] Locking Burner\n";
lock_guard<mutex> bl(burner);
cout << "[stew] Burner is locked\n";
cout << "[stew] Locking Mixer\n";
lock_guard<mutex> ml(mixer);
cout << "[stew] Mixer is locked\n";

cout << "[stew] Preparing\n";
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YHUBEpCUTeT

NMoTtok pudding

void pudding(mutex& burner, mutex& mixer){
cout << "[pudding] Locking Mixer\n";
lock_guard<mutex> ml(mixer);
cout << "[pudding] Mixer is locked\n";
cout << "[pudding] Locking Burner\n";
lock_guard<mutex> bl(burner);

cout << "[pudding] Burner is locked\n";

cout << "[pudding] Preparing\n";
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Pe3ynbTaTt paboTbl nporpammbi

[stew] Locking Burner
[pudding] Locking Mixer
[pudding] Mixer is locked
[stew] Burner is locked
[stew] Locking Mixer

[pudding] Locking Burner
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YHUBEpPCUTET

Kak nsdexarb B3ammooO6n0OKUpPOBOK

Bcerna 3axBaTbiBaTb TONIbKO O0AHY 6/10KMPOBKY
3axBaTbiBaTb 6/TOKMPOBKK B CTPOro onpeaeneHHoM nopsake

[bITaTbCA 3axBaTUTb O/IOKMPOBKW B TEUYEHME HEKOTOPOro
BpEMEHU, B Ccliyyae Heyaaum ocBoboxaatb BCce BJTIOKMPOBKU

3axBaTbiBaTb 6/TOKMPOBKN O4HOBPEMEHHO
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YpanbckuAd
hepgepasibHbIA MHoronoTto4yHoe nporpaMmmmpoBaHue, 4actb 2
YHUBEpCUTET

Co3bikuH A.B.

EﬂOKVIpOBKM B OAHOM nopsanke

void stew(mutex& burner, mutex& mixer){
cout << "[stew] Locking Mixer\n";
lock_guard<mutex> ml(mixer);
cout << "[stew] Mixer is locked\n";
cout << "[stew] Locking Burner\n";
lock_guard<mutex> bl(burner);
cout << "[stew] Burner is locked\n";

cout << "[stew] Preparing\n";
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Co3bikuH A.B.

EﬂOKVIpOBKM B OAHOM nopsanke

void pudding(mutex& burner, mutex& mixer){
cout << "[pudding] Locking Mixer\n";
lock_guard<mutex> ml(mixer);
cout << "[pudding] Mixer is locked\n";
cout << "[pudding] Locking Burner\n";
lock_guard<mutex> bl(burner);

cout <<

cout << "[pudding] Preparing\n";

[pudding] Burner is locked\n";
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YHUBEpPCUTET

OcBoboOXaeHMe GFTIOKMPOBOK Npu Heyaaye

timed_mutex:
« CneuynmanbHbIM TN Mutex
« Onepauunn try_lock for(sBpema), try lock until(Bpems)

unique_lock<>:
« RAII-obeptka pgna mutex ¢ 6osiee  WIMPOKUMU
BO3MOXHOCTSMU
 Onepauun lock(), unlock()
« MOXHO He 3axBaTbiBaTb mMmutex B KOHCTpPYKTOpe
(napamMeTp std: :defer_lock)
« MepnneHHee, 4yeM lock_guard<>

BpeMsa oxungaHua:
« [lpOoCTpaHCTBO UMeH chrono (M 3arosioBOYHbIN ann)
 chrono::milliseconds(100), chrono::minutes(100)



YpanbckuAd
hepgepasibHbIA MHoronoTto4yHoe nporpaMmmmpoBaHue, 4actb 2 Co3bikuH A.B.

YHUBEpPCUTET

OcBoboOXaeHMe GFTIOKMPOBOK Npu Heyaaye

void stew(timed _mutex& burner, timed_mutex& mixer){
unique_lock<timed mutex> bl(burner, defer lock);
unique_lock<timed mutex> ml(mixer, defer_lock);
bool prepared = false;
while (!prepared) {
if (bl.try_lock for(chrono::milliseconds(100))) {
if (ml.try_lock for(chrono::milliseconds(100)))
// ToToBuM
prepared = true;
else
bl.unlock();
}
if (!prepared) {
// Tlay3a cnyYamHOW ANNTENbHOCTHU
}
}
}
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YHUBEpCUTeT

OoHoBpeMeHHbIN 3axXBaT OJFTIOKUPOBOK

void pudding(mutex& burner, mutex& mixer){
cout << "[pudding] Locking Mixer and Burner\n";
// 3axBaTbiBaeM [ABa MbHTEKCa OAHOBpPEMEHHO
lock(mixer, burner);
// Co3paemM 0b6epTKU ANA 3aXBAYEHHbIX MbHTEKCOB
lock guard<mutex> ml(mixer, adopt_ lock);

lock_guard<mutex> bl(burner, adopt_lock);

cout << "[pudding] Burner and Mixer is locked\n";

cout << "[pudding] Preparing\n";
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YHUBEpCUTeT

OoHoBpeMeHHbIN 3axXBaT OJFTIOKUPOBOK

void stew(mutex& burner, mutex& mixer){
cout << "[stew] Locking Burner and Mixer\n";
// Co3paem o0bepTKU, HO He 3axBaTbiBAeM MbHTEKCHI
unique lock<mutex> bl(burner, defer lock);
unique_ lock<mutex> ml(mixer, defer lock);
// 3axBaTbiBaeM [ABa MbHTEKCa OAHOBpPEMEHHO
lock(bl,ml);
cout << "[stew] Mixer and Burner are locked\n";

cout << "[stew] Preparing\n";
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YHUBEpPCUTET

Kakon metoa nyywe ncnonb3oBatb?

Bcerna 3axBaTbiBaTb TONIbKO O0AHY 6/10KMPOBKY
3axBaTbiBaTb 6/TOKMPOBKK B CTPOro onpeaeneHHoM nopsake

[bITaTbCA 3axBaTUTb O/IOKMPOBKW B TEUYEHME HEKOTOPOro
BpEMEHU, B Ccliyyae Heyaaum ocBoboxaatb BCce BJTIOKMPOBKU

3axBaTbiBaTb 6/TOKMPOBKN O4HOBPEMEHHO
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Livelock (amHamMunyeckas B3auMoOIOKMpPOBKa)

bocc
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Livelock (amHamMunyeckas B3auMoOIOKMpPOBKa)

CekpeTapb

bocc
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Livelock (amHamMunyeckas B3auMoOIOKMpPOBKa)

CekpeTapb My

bocc
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Livelock (amHamMunyeckas B3auMoOIOKMpPOBKa)

CekpeTapb

JlroboBHMLA
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Livelock (amHamMunyeckas B3auMoOIOKMpPOBKa)

JlroboBHMLA

YyeHuK
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YHUBEpPCUTET

CBoucTBa napannesnbHOU nporpamMmmbli

Be3onacHocTb (Safety)
 [lporpaMma HMKOrga He nonagaeT B «MJ10X0e» COCTosAHue
Xuneyuectb (Liveness)

- [lporpamma ob6ga3aTenbHO NonNajaer B  «Xxopollee»
COCTOSHME

CnpaBeanmBoCTb
« Bce notokn oamHakoBo obecrnevyeHbl pecypcamu



Ypasibckuin
hepgepasibHbIA MHoronoTo4Hoe nporpamMmmMmMpoBaHue, 4acTb 2
" YHUBEpcUTer

Co3bikuH A.B.

OGeaparwume dunocodbl
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YHUBEpCUTET

03 Ne 1, yacTtb 1

PewnTb 3aaa4y 06 obepatownx dunocodax

EcTb 3arotoBka peweHuss, HO B HEM  BO3MOXHbI
B3aUMOO/IOKMPOBKM

Heobxoammo obecneunTnb:
« 3awuTy oT B3anmMobnokupook (deadlocks)
e 3aWuTy OT AMHaAMmM4yeckmnx szanmobnokunposok (livelock)

« CnpaBeanmBoCTb — BcCe @unocodbl east nNpUMEpPHO
OAMHAKOBOE KOJINYECTBO BpeEMEHM

[JononHuTtenbHoe TpeboBaHue:

« MacwTtabupyemMoctb (4nMcno @GUII0COPOB MOXET ObITb
6onbLWINM)
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YHUBEpCUTeT

Mpobnema npousBoanTeneun n notpeduteneun

Queue

Producer —
put
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MHoronoto4Hoe nporpamMmmMmmpoBaHue, YacTb 2
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[Mpobnema nponsBoguTeneun u notpedurtenen

A GRAPAIC EXAMPLE OF HE  fRocet/(orsuhgr PRoBLEM
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YHUBEpPCUTET

[MoTokobe3onacHas oyepenb

MoxeT NCMNOJ1Ib30BATbCH oAHOBpPEMEHHO HECKOJ/IbKNMU
MOTOKaAMW

« HeckoNbKO MOTOKOB MOXET OAHOBpeMeHHO nA06aBnsATb
OaHHble B ovepeab (Npoussogutenun/nucartenn)

« HecKoNbKO TMOTOKOB MOXET OAHOBPEMEHHO 3abupaTb
NaHHble U3 ovyepeaun (notpebutenu/unTtaTtenn)

CornacosaHue gocrtyna:
 Kputnyeckune cekuymm
 Peanusauuna c noMowbio mutex
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Queue B cTaHOapTHOU bubnuoTteke C++

template <class T, class Container = deque<T> > class
queue;
MeToAbl:

« empty()

« size()

« front()

- back()

* push()

* pop()
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thenepasibHbIA MHoronoTto4yHoe nporpaMmmmpoBaHue, 4actb 2 Co3bikuH A.B.

YHUBEpPCUTET

Concurrent queue

template<typename T> class concurrent_queue {
private:

mutable std::mutex mx;

std::queue<T> data_queue;

public:
concurrent_queue(){

}

concurrent_queue(concurrent_queue const& other_queue){
std::lock guard<std::mutex> lk(other_queue.mx);
data_queue = other_queue.data_queue;

37
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hepgepasibHbIA MHoronoTto4yHoe nporpaMmmmpoBaHue, 4actb 2

YHUBEpPCUTET

Co3bikuH A.B.

Concurrent queue

bool empty() const {
std::lock_guard<std: :mutex> lk(mx);
return data_queue.empty();

}

bool size() const {
std::lock_guard<std: :mutex> lk(mx);
return data_queue.size();

}

T front() {
std::lock_guard<std: :mutex> lk(mx);
return data_queue.front();

38
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YHUBEpPCUTET

Co3bikuH A.B.

Concurrent queue

T back() {
std::lock_guard<std: :mutex> lk(mx);
return data_queue.back();

}

void pop() {
std::lock_guard<std: :mutex> lk(mx);

data_queue.pop();
}

void push(T new_value) {
std::lock_guard<std: :mutex> lk(mx);
data_queue.push(new_value);

39



YpanbckuAd
hepgepasibHbIA MHoronoTto4yHoe nporpaMmmmpoBaHue, 4actb 2
yHUBepcuTeT

Co3bikuH A.B.

Concurrent queue

BbyneTt nu Takasa odyepenb notokobesonacHom?

40
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YHUBEpPCUTET

Concurrent queue

BbyneTt nu Takasa odyepenb notokobesonacHom?
Ycnosus roHok (race conditions) 3a50XeHbl B UHTepdenc!

41
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YHUBEpCUTeT

YcnoBusa roHok B Concurrent queue

// MNoTtok 1 // TNoTok 2

int i = cq.front(); int i = cq.front();
cq.pop()

// process i cq.pop()

// process 1i

42
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YcnoBusa roHok B Concurrent queue

// MNoTtok 1 // TNoTok 2

int i = cq.front(); int i = cq.front();
cq.pop()

// process i cq.pop()

// process 1i

MeTogb! front() n pop() Hy>KHO COBMeCTUTb B OAUH!
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YHUBEpPCUTET

Concurrent queue

std: :shared ptr<T> wait_and pop(){
std: :unique_lock<std: :mutex> 1lk(mx);
std::shared ptr<T>
res(std: :make_shared<T>(data_queue.front()));
data_queue.pop();

return res;
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YHUBEpPCUTET

Concurrent queue

std: :shared ptr<T> wait_and pop(){
std: :unique_lock<std: :mutex> 1lk(mx);
std::shared ptr<T>
res(std: :make_shared<T>(data_queue.front()));
data_queue.pop();

return res;

YT1O ecnun ovepenb nycra?
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YHUBEpPCUTET

Ecnu oyepenb nycra

try_pop()

 [lblTaeTcda Nnony4ymnTb 3Ha4YeHne n3 ovepeau

« Ecnun ouyepenb nycTa, cpaly nponcxoauT Bo3BpaT
wait_and_pop()

 [lblTaeTcda NnoNy4ynTb 3Ha4YeHne n3 ovepeau
« Ecnm odepeab nycta, aooxuaaeTtcsa nobaBneHMs HOBOro
3Ha4YeHus
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YHUBEpPCUTET

MeToa try _popl()

std::shared ptr<T> try pop(){
std: :lock_guard<std: :mutex> lk(mx);
if(data_queue.empty())
return std::shared ptr<T>();
std::shared_ptr<T>
res(std: :make_shared<T>(data_queue.front()));
data_queue.pop();

return res;
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YHUBEpPCUTET

MeTtopg wait_and _pop()

std: :shared ptr<T> wait_and pop(){
std::unique_lock<std: :mutex> lk(mx);
while (true) {
lk.lock();
if (!data_queue.empty()) {
std: :shared ptr<T>
res(std: :make_shared<T>(data_queue.front()));
data_queue.pop();
return res;

}
lk.unlock();
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YHUBEpPCUTET

MeTtopg wait_and _pop()

std: :shared ptr<T> wait_and pop(){
std::unique_lock<std: :mutex> lk(mx);
while (true) {
lk.lock();
if (!data_queue.empty()) {
std: :shared ptr<T>
res(std: :make_shared<T>(data_queue.front()));
data_queue.pop();
return res;

}
lk.unlock();

}
AKTUBHOe oxxunagaHue (Busy Wait)
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YHUBEpCUTeT

MeTtopg wait_and _pop()

std: :shared ptr<T> wait_and pop(){
std::unique_lock<std: :mutex> lk(mx);
while (true) {
lk.lock();
if (!data_queue.empty()) {
std: :shared ptr<T>
res(std: :make_shared<T>(data_queue.front()));
data_queue.pop();
return res;
}
lk.unlock();
// ToAcKa3Ka MAaHUPOBWMKKY, YTO MOXHO 3anyCTUTb
// Oopyrve noTOKM
std::this thread::yield();
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YHUBEpPCUTET

MeTtopg wait_and _pop()

std: :shared ptr<T> wait_and pop(){
std::unique_lock<std: :mutex> lk(mx);
while (true) {
lk.lock();
if (!data_queue.empty()) {
std: :shared ptr<T>
res(std: :make_shared<T>(data_queue.front()));
data_queue.pop();
return res;
}
lk.unlock();
// TIOTOK 3acbinaeT Ha 3afdaHHOoe BpeMs
std::this _thread::sleep for(...);
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MeTtopg wait_and _pop()

std: :shared ptr<T> wait_and pop(){
std::unique_lock<std: :mutex> lk(mx);
while (true) {
lk.lock();
if (!data_queue.empty()) {
std: :shared ptr<T>
res(std: :make_shared<T>(data_queue.front()));
data_queue.pop();
return res;
}
lk.unlock();
// TIOTOK 3acbinaeT Ha 3afdaHHOoe BpeMs
std::this _thread::sleep for(...);

¥

} Kak onpeaenuTb, Ha Kakoe BPEMS NMOTOKY HYXXHO YCHYTb?
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YcnoBHble NepeMeHHble

std::condition_variable
MeToAbl:

« wait() — NnoTOK 3acbinaeT 40 BbIMNOJIHEHNA ONnpeaesieHHOro
yCnoBus

notify_one() — onoBeCTUTb OANH N3 OXUAAKLWMX NMOTOKOB
« notify_all() — onoBecTuTb BCe oXxunaatroLwime noTokun

B meToa wait nepepnaercq:

« MbroTekc (mnn unique_lock)

« ®DyHKUMA, KOTOpass NpOBEpPSIET BbINOJIHEHME YCNOBUMN
0XMaaHus



\

Ypanbckui

thenepasibHbIA MHoronoTto4yHoe nporpaMmmmpoBaHue, 4actb 2
YHUBEpPCUTET

Co3bikuH A.B.

YcnoBHble NepeMeHHble

template<typename T> class concurrent_queue {

private:
mutable std::mutex mx;
std: :queue<T> data queue;

// LNobaBnaem yCNnoOBHYK MepeMeHHYyHw B KJacc

std::condition variable data cond;
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YcnoBHasa nepemeHHasa B wait_and _pop()

std::shared ptr<T> wait_and pop(){
std: :unique_lock<std: :mutex> lk(mx);
// OXngaHue Ha yC/QOBHOW NepemeHHoW. lNepepaem B wait:
// 1. unique_ lock lk gna 6nokupoBKU
// 2. Nlambpa BblpaxeHWe ANA MPOBEPKM YyCNOBUA 3aBEpUEHUA
// OXupaHuAa: odyepenb He nycTa
data_cond.wait(lk,[this]{return !data_queue.empty();});
std: :shared ptr<T>

res(std: :make_shared<T>(data_queue.front()));

data_queue.pop();

return res;
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YcnoBHasa nepemeHHasa B wait_and _pop()

void push(T new_value) {
std: :lock guard<std::mutex> 1lk(mx);
data_queue.push(new_value);
// Bbyaum oAMH M3 OXMAAWWMX MOTOKOB

data_cond.notify one();
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Mpumep ucnonb3oBaHUA

const int NUMBER_COUNT = 100;
int main(){
concurrent_queue<int> cq;
std: :thread p(producer, std::ref(cq));
std::thread cl(consumer, std::ref(cq), NUMBER_COUNT / 2);
std::thread c2(consumer, std::ref(cq), NUMBER_COUNT / 2);
p.join();
cl.join();
c2.join();
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NMpumep npounsBoguTens

void producer(concurrent_queue<int>& cq){
for (int i = @; 1 < NUMBER_COUNT; i++){

std: :stringstream ss;

ss << "[" << std::this_thread::get id()<< "] Putting value "

<< 1 << std::endl;

std::cout << ss.str();

cqg.push(i);
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NMpumep noTtpebuTtens

void consumer(concurrent_queue<int>& cq, int n){
for (int i = 0; 1 < n; i++){
auto number = cq.wait_and pop();
std::stringstream ss;
ss << "[" << std::this thread::get id() <<
"] Extracting value " << *number << std::endl;

std::cout << ss.str();
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Kak coenaTtb oyepenb C «KonbueBbIM Oycdepom»?

Hamnpasnenue
3aMUCH B

iw Oydep

IIponecc-
IIOTPEOUTEIH

IIponecc-
IIPOU3BOIUTEIH

bydep
COOOMICHU I

ir
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[OTOBbIe MHOIrONOTOYHbIE KOMJIeKUnn

Boost.Lockfree
« http://www.boost.org/doc/libs/1_57_0/doc/html/lockfre

e.html
e queue, stack, spsc_queue

Intel Threading Building Blocks
« KoMMepueckasa Bepcusa C TexnoaneprkKom

« Bepcus C OTKPbITbIMU MCXOAHbIMU KoAaMWU:
www.threadingbuildingblocks.org
« KOHTeWnHepsl: concurrent_queue, concurrent_vector,

concurrent_hash_map
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13 Ne 1, yacTtb 2

MonckoBbIn pobOT

« 06xoa Web-rpada B lWUMPUHY U COXpaHEHNE HA AUCK BCEX
NoCeLl,EHHbIX CTPaHWUL

[lpn 3anyckKke nepenarTca NnapaMeTpsbl
e aZpec HayasIbHOMN CTPaHULbI
« MakcuMmanbHasa rnybuHa obxoaa
* MaKCMMasibHOE KOJINYEeCTBO 3arpy»XaemblX CTpaHuL
* NyTb K [AUPEKTOpUM, B  KOTOPbIM  COXPAHSKOTCSH
nocelleHHble CTpaHuubl

[MonbiTanTecb AO06UTBCSA MaKCUMaNbHOM CKOpPOCTM o06xoaa w
060CHYMNTE NCMONIb3YEMbIN NOAXO0A

Mo>xHO nucaTtb Ha C++ mnu Java
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03 Ne 1

Kak coaBaTb
« anytask.urgu.org

Kpome Koaa, HY>XXHO BKIIOUYNTb OTYET
« OnucaHune BbI6paHHbIX NOAXOA0B

« TecTnpoBaHue Npon3BOANTENIbHOCTU C pa3HbIM
KONMMYeCTBOM MOTOKOB
Jennanu

« 30 mapta (ao 24:00)

[Tocne npoBepkn W 3aMevyaHun MOXHO oTnpasutb OOHY
ynyduweHHyto sepcuto NOCJIE peananHa
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Bonpocbi?
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